MU CBbMO MUHOBPHAYKH POCCHUH OT 14.05.2018 N 08-1184 "O HAITPABJIEHU U
NHOOPMALIIMN" (BMECTE C "METOANYECKUMHU PEKOMEHJIAIIUAMMU O
PASMEIIIEHUHN HA THOOPMALIMOHHBIX CTEHJIAX, O®PUILIUAJIBHBIX
UHTEPHET-CAUTAX M JIPYTUX HH®OPMAIIMOHHBIX PECYPCAX

OBIIIEOBPA30BATEJIBHBIX OPTAHU3AILIMI U OPTAHOB,
OCYHIECTBJIAIOIUX YIIPABJIEHUE B COEPE OGPA30BAHUAI,
NHPOPMALIUA O BE3OITACHOM INOBEJEHUU U UCI10JIb3OBAHUU CETHU
"UHTEPHET")

MHWHHUCTEPCTBO OBPA3OBAHMS 1 HAYKHU POCCUMCKOM ®ENEPAIIUUA

JTENTAPTAMEHT I'OCYJAPCTBEHHOM ITOJIUTUKHA B COEPE
OBLIET'O OBPA3OBAHUA

IMUCBMO
ot 14 mas 2018 r. N 08-1184

O HAITPABJIEHUU NTHOOPMALIUN

[enapTaMeHT rocyaapcTBEHHOM NONUTUKKN B cdrepe obLiero obpasoBaHus
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspaboTtaHHble BpemeHHom
komuccuen Coseta Pegepaumm no pasBuTUIO MHGOOPMaLMOHHOro obLiecTea
MeToAnYecKne pekoMmeHgaumm o0 pasmeLlleHm Ha MHPOPMaLMOHHBIX cTeHaaXx,
onumanbHbIX MHTEPHET-CanTax U gpyrnx MHOPMaLMOHHbLIX pecypcax
obLieobpasoBaTeribHbIX OpraHM3auUnin 1 OpraHoB, OCYLLECTBNSAOLWMNX yNpaBieHme B
chepe obpasoBaHus, MHGopmaLmm o 6e3onacHoOM NOBEAEHMM U UCMOSTb30BaHUM CETU
"UHTepHeT".

HOupekTop denaptameHTa
A.E.TTETPOB

MpunoxeHwne

METOIWYECKHUE PEKOMEHIALIUN
O PASMENIEHAN HA UTH®OPMAIIMOHHBIX CTEHIAX, O®UIIMAJTLHBIX
WHTEPHET-CAWTAX U IPYTUX NTHOOPMAIIMOHHBIX PECYPCAX
OBIIEOBPA30OBATEJLHBIX OPTAHU3AIINIT 1 OPTAHOB,
OCYLIECTBJISIIOLLIAX
VIIPABJEHUE B COEPE OBPA30BAHMS, TH®OPMAILINU O BE3ONMACHOM
MOBEJIEHUU U UCTIOJIL30BAHUY CETH "UHTEPHET"

Qkcneptamn n yneHamm BpemeHHon kommnccnm Coseta denepauumn no passuTuio
MHOPMaLMNOHHOIo obLLecTBa B paMKax BbIMOMHEHNSA peKoMeHa4auun napramMmeHTCKNX
cnywaHun "AkTyanbHble BONpockl obecneveHnsa 6e3onacHOCTM U pas3BuUTUS AETEN B
MHPOPMaLMOHHOM NPOCTpaHCTBE", KoTopble npownu B CoseTte Penepaumn 17 anpens
2017 r., 61N paspaboTaHbl METOANYECKME PEKOMEHOALMM O pa3MeELLEHNN Ha
MHPOPMALMNOHHBIX CTEHOAX, OPULManbHbIX UHTEPHET-CaNnTax U Apyrmx
NHOPMaLMNOHHBIX pecypcax obLieobpasoBaTenbHbIX OpraHn3aunii N OpraHos,
OCYLLeCTBNALLMX ynpaBneHne B cpepe obpasoBaHusd, nHdopmaumm o 6e3onacHom
noBegeHun 1 ncnorb3oBaHuu cetn "MIHTepHeT" (Danee - metognyeckme
pekoMeHaauun).



MeToaunyeckne pekomeHgaunn HanpasreHbl HA Ka4eCTBEHHOE MOBbILLEHNE YPOBHS
NHPOPMaLMOHHON AeATENBHOCTM 06LLeobpasoBaTeNbHbIX OpraHn3aunin 1 OpraHoB,
OCYLLECTBNAOLWMX ynpaBneHne B ccpepe obpasoBaHus, B YacT MHPOPMUPOBAHUS
yyalmxcs, Ux poautenen (3akoHHbIX NpeacTaBuTenein) n negarorn4ecknx paboTHNKOB
006 OCHOBHbIX acnekTax MHopMaLMOHHON 6e3onacHOCTH.

MeToanyeckme pekoMmeHaaumm no3eonsT obweobpasoBaTernibHbIM OpraHM3aumsm u
opraHam, OCyLLEeCTBSOWMUM yrpaBrieHne B cpepe obpa3oBaHusi, akTyanm3npoBaTb
y>Ke UCnonb3yeMble 1 pas3MeLleHHble MHPOPMAaLMOHHbIE MaTepuranbl, Tak 1
NOATrOTOBUTb MX B CIlyvae UX OTCYTCTBMS C Y4ETOM JyYLUMX NPaKTUK U pekoMeHaaunin.

B pamkax meToamnyeckux pekoMeHaaunin paccMaTpmBaloTCcsa crnefyowme UHCTPYMEHTDI:
1. NHOPMALMOHHbIE CTEHAPbI;
2. ohuumarnbHble NHTEPHET-PECYPChb;

3. cpeacTBa MaccoBon MHGOpMauuK (LUKONbHbIE ra3eThbl, Negarormdyeckme n3gaHus u
Apyrue).

HNudopmanmoHHbIe CTEHbI

Ha nHdopmaumnoHHbIx cTteHgax B 0buieobpasoBaTenbHbIX OpraHn3auusix,
pacrnonoXeHHbIX B ore y4YpexxaeHnn n B KabmHeTax, OCHaLEHHbIX NepCoHannbHbIMN
yCTponcTBamMu Ans Bbixoda B ceTb "MIHTepHeT", pekoMeHayeTCcs pa3MecTuTb
NHPOPMAaLMOHHbBIE NAMATKN, coAepXKalume OCHOBHbIE COBEThI N0 obecnevyeHmnto
MHOPMaLNOHHOM B6e30MacHOCTN yYaLLUXCS.

B npunoxeHun N 1 kK MeToaMyYeckuM pekomeHaaumam npeacTaBneH obpaseL namaTku
ANs pa3MeLLeHnst Ha MHAOPMAaLIMOHHbIX CTEHAAX.

CpencrBa maccoBoii nHGopManun

B cpeactBax maccoBoi MHopMaLMK, OPUEHTUMPOBAHHbIX Ha 0byYatoLLmxcs,
pekoMmeHayeTcsl B TedeHue y4ebHoro roga perynsipHo nybnvkoBaTb MHGPOPMALMOHHbIE
maTepuarbl, NOCBSILLEHHbIE OTAENbHbLIM acnekTaM MHOopPMaLMOHHON 6e3onacHocTy, a
Takke pasnuyHble NaMsTKM obLLero xapakrepa.

B cpeactBax maccoBon MHpOPMaLIMK, OPUEHTUPOBAHHbLIX HA NegarorMyeckyto
00LEeCTBEHHOCTb, PEKOMEHAYETCS B TEYEHUE KaneHaapHOro roga perynspHo
ny6nvkoBaTe MHPOPMALMOHHbIE MaTepmarnsbl, MOCBSALLEHHbIE OTAENbHbIM acnekTam
NHOPMaLNOHHOM B6e30MacHOCTN Kak HECOBEPLLUEHHOSETHMX, TakK U
obweobpasoBaTenbHbIX OpraHn3aunin, a Takke pasnmyHble NamaTkn, 063opsbl
HOPMaTUBHO-NPAaBOBOIO PErynnmpoBaHus JaHHoOW cdepbl U MHOPMaLMIO O aKTyarbHbIX
MEepPONPUATUSIX N COBLITUSIX B AaHHOM chepe.

B xoge npoeeneHnsa EguHoro ypoka no 6esonacHoctu B cetn "MHTepHeT"
pekomeHayeTca obecneynTb BbIMyCK TEMATUYECKOrO BbiNyCKa CpencTBa MacCOBOM
nHdopmMauumn nnbo cepum NyéGnmkaunn, cpeamn KOTopbiX paccCMOTPETb OPraHN30BaHHbIE
MepONpUATUS ANs 00y4valoLnXca, X poanTenen (3aKoHHbIX NpeacTaBuTenen) u
negarormyeckomn obLLECTBEHHOCTN.

Odunnanbusie UHTEpHET-pecypcehl

O6weobpasoBaTenbHbIM OpraHM3aunsamM pekoMeHayeTCa Ha CBOMX ohmumanbHbIX
NHTepHeT-pecypcax obecneunTb PYHKLMOHMPOBAHNE CaMOCTOSITENBHOIO U



crneumnanuampoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHOCTL", B paMkax
KOTOPOro npeaycMoTpeTb pasMmeLleHne creayowen nHpopmaumn:

dopmart
IpeCTaBICHUS
NPa3nen/moapaznen MaTepHaoB CopneprxaHue MaTepuaioB
Pa3mMeriarorcst KOuu T0KyMEHTOB, T.€.
CKaHUPOBAHHBIM BapUaHT JOKYMEHTA,
JlokasibHBIE COOTBETCTBYIOIINI TPeOOBAHUSIM K ITapaMeTpam
HOpPMAaTHUBHBIE aKThl B CKaHUPOBaHUA. PazmelaroTcst JOKYMEHTHI,
cdepe obecrieyeHus perIaMeHTHPYIOIIE OPraHu3aluIo U paboTy ¢
MH(GOPMAaLMOHHOM Konuu NEePCOHAIbHBIMU JAaHHBIMHU, TUIAHBI MEPONIPUATUH
0e30macHOCTH JOKYMEHTOB B T10 00€CIeYeHUI0 NHPOPMAITMOHHON
1.o0yuaromuxcs dopmate *PDF Ge3zonmacHocTr 00y4aromuxcs u Jpyrue.
[TyGuKyIOTCS aKTyalbHBIE CBEICHUS O
benepanbHbIX U PErMOHAIBHBIX 3aKOHAX, MMCbMaX
OpraHOB BJIACTH U IPYT'He€ HOPMATUBHO-TIPABOBBIC
JIOKYMEHTBI, perJlaMeHTUpYIole obecreueHune
UH(POPMALIMOHHON 0€30MaCHOCTH
HECOBEpLICHHOJIETHUX. [loIycKaeTcss BMECTO
Komun KOIIMHA pa3MellaTh T’UIEePCChIIIKA HA
Hopmarugnoe JIOKYMEHTOB B COOTBETCTBYIOIIME JOKYMEHTHI Ha caiiTaX OPraHoB
2.perynmpoBaHue ¢dopmare *PDF rocynapcTBeHHOI BiiacTu.
Tekcrt Ha Pa3mermarorcss MeToin4eckre peKOMEeH AU U
CTpaHHULIE caiiTa yka3bpIBaeTcs HH(OPMALIUS O MEPOTIPUSATHUSX,
Konuu IpPOEKTax M MporpaMmax, HalpaBJIeHHbIX Ha
[lemarormueckum JOKYMEHTOB B TOBBIIICHUE HH(POPMAITHOHHONW TPAMOTHOCTH
3.paboTHUKaM dopmare *PDF  nenarornueckux pabGOTHHKOB.
Pa3memaercst uHGopMaloHHas namMsiTKa
(mpunoxkenue N 2) 1 yka3bIBaeTcsi HH(OpMAaIHs o
MEPOTIPUSTHSIX, POEKTaX U MPOrpaMMax,
TekcTt Ha HalpaBJIEHHBIX HA NOBbIIEHHE HHPOPMALIMOHHOM
4.00yyaroummcst CTpaHHULIE caiiTa TPaAaMOTHOCTH OOYYarOIIHUXCS.
PonuTensm (3aKOHHBIM
MIPEJICTaBUTEIISIM) Texct Ha Pa3memiaeTcst nHpopMamoHHast mamsITKa
5.00yuarommxcs cTpaHuIe caifita (nmpuioxenue N 3).
Pa3zmemaetcst uHGoOpmalys 0 peKOMEHyEMbIX K
Jlerckue 6e3onacHble Texcrt Ha UCIOJIb30BaHUIO B YUeOHOM Mpoliecce 0€30MacHbIX
6.caiThl CTpaHHIle caiiTa calTax, OaHHEpbI O€30MaCHBIX JETCKUX CANTOB.

OpraHam, ocyLlecTBnA0LWMM ynpasneHne B cpepe obpasoBaHnd, pekoMeHayeTcs Ha
cBoux opuumansHblix MIHTEpHET-pecypcax obecneynTb yHKLUMOHNPOBAHNE
CaMOCTOSITESNIbHOIO U crieynann3mpoBaHHoro pasgena "MHgpopmauymoHHas
BGe3onacHoCTb", B paMKax KOTOPOro npegycMoTpeTb pasMeLLeHne crieayroLen
MHdOpMaLNK:

Mpunoxexne N 1

IHAMATKA _ .
JJIS OBYYAIOIIINXCSA Ob HTHO®POPMALIMOHHOU BE3OITACHOCTU JETENU

HEJb3A

1. Bcem nogpsa coobuiatb CBOK YaCTHYHO MHpopMaumto (HacToswme umd, hammnumto,
TeneoH, agpec, HoMep LLKOrbl, a Takke poTorpadum CBOU, CBOEN CEMbU U ApYy3en);



2. OTKpbIBaTb BIIOXEHHbIE (pansibl SNEeKTPOHHOW NOYThI, KOraa He 3Haellb
oTnpaBuUTeENs;

3. FpybuTtb, NpuanpaTbes, okasbliBaTb AaBMNEHNE - BeCTU cebsi HEBEXTMBO U
arpeccuBHo;

4. He pacnopsikancsa geHbramym TBOen ceMbm 6e3 paspelleHns cTapLlumx - Bcerga
cnpawuBaun pogurtenem;

5. He BcTpeyvaics ¢ IHTepHeT-3HaKOMbIMU B pearnibHOW XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY [OBeEpSieLlb.

OCTOPOXHO

1. He Bce nuwyT npasgy. Yntaews o cebe Henpaeay B MIHTepHeTe - coobuin 06 aToM
CBOUM POAUTENSM UMK ONEKyHaM;

2. MNpurnawatoT nepennucbiBaTbCs, UrpaTb, OOMEHNBaATLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konunpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pocCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTK, YTOObI HE NOTEPSATH CBOM
aKKayHTbl B COLICETSX U ApYyrnx nopTanax.

MOXHO

1. YBaxawn gpyrux nonb3oBartenen;

2. Monb3yewbca NHTEPHET-UCTOYHUKOM - enan CCbIfIKy Ha Hero;
3. OTKpbIBaM TOMNbKO T€ CChINIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcs 3a NOMOLLbIO B3POCHbIM - POAUTENWU, ONEKYHbI U aAMUHUCTPAaLMSA CaNTOB
BCeraa noMoryT;

5. Nponan obyyeHne Ha canTe "CeTeBMYOK" 1 NONYyYn NnacnopT UMdpoBOro
rpaxxgaHuHa!

MpunoxeHne N 2

NHOOPMALIMOHHASA TAMATKA
JJIA OBYYAIOIIUXCA 151 PASMEIIEHUSA
HA OPUIINAJIBHBIX HHTEPHET-PECYPCAX

C kaxxgblM roqoM MONOAEXN B UHTEPHETE CTaHOBUTLCA BonbLUe, a LWKONbHUKA OAHU U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXHOCTEN, UHTEPHET HeceT 1 nNpobnembl. Ta NnamMaTKa AOSPKHA NOMOYb Tebe
©e3onacHo HaxoauTbCs B CETH.

KOMI'IbPOTeprIe BUPYCbI

KoMnboTEpHbI BUPYC - 3TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NPpOrpamMm,
OTNUYUTENBHON OCOOEHHOCTBLIO KOTOPOW ABMSAETCS CNOCOBHOCTL K pa3MHOXeHUto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOMNHOCTLIO YHUYTOXNUTb BCE
dannbl N faHHble, NOAKOHTPOSbHbIE NOMNb30BaTENO, OT UMEHU KOTOPOro Obina
3anyLieHa 3apaxeHHasi nporpamMmmMa, a Takke noBpeauTb UM Jaxe YHUUTOXUTb



onepaumMoHHY0 CUCTeMy CO BcemMu davinamu B uenom. B 6onblunHcTBe criyqaeB
pacrnpoCTPaHATCH BUPYCbl Yepe3 UHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Vicnonb3yn coBpeMeHHble onepalyOHHbIE CUCTEMbI, UMetoLNE CePbe3HbIN YPOBEHb
3aWMTbl OT BPEAOHOCHbIX MporpamMm;

2. [NoCcTOAHHO ycTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOTopble aBTOMaTUYeCKU
yCTaHaBMMBaOTCA C LeNbio 4opaboTkn nporpamMmmbl) 1 apyrne 06HOBNEHUS CBOEN
onepaunoHHon cucteMbl. CkaymBam Ux TONMbKO C ohuLmanbHOro cavita paspaboTynka
OC. Ecnu cyliecTtByeT pexnum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN €rO;

3. PaboTan Ha cBOEM KOMMbIOTEPE NMOA NpaBamMun Nosnb3oBaTens, a He
agMUHUCTpaTopa. ATO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHbIX MporpamMm
MHCTannMpoBaTbCA Ha TBOEM NepCOHanNbHOM KOMMbIOTEPE;

4. Vlcnonb3yn aHTUBUPYCHble NporpaMMHble NPOAYKTbl U3BECTHbLIX NPOMU3BOAUTENEN, C
aBToMaTu4eckum obHoBneHnem 6as;

5. OrpaHqu (bM3VILIeCKVIIZ OOCTYMN K KOMMNbOTEPY OJ1A4 NOCTOPOHHUX UL,

6. cnonb3yn BHeLWHWe HocuTenu nHopmaLmm, Takme Kak donetuka, AUCK unv amn na
WHTEpPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTKpblBan KOMNbIOTEPHbIE dhalnbl, NOMyYeHHble N3 HEHaOEXHbIX MICTOYHUKOB.
Haxe Te cpannbl, KOTOpbIe Npucnan TBOM 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BMA Nepegayn gaHHbIX, He TEXHOMNOMS, a BCero nNuilb OpeHa, Mmapka.
Ewe B 1991 rogy Hugepnanackasa komnaHus sapermctpmposana operHg "WECA", uyto
obo3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbin nepeBoamTCs Kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpemMeHu gowna gpyras abbpesmnaTtypa, kKoTopasi ABMSIETCA TaKOW e
TexHornorven. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObIfIO 4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOM TeXHUKN Hi-Fi, 4TO B nepeBoge 03Ha4vaeT "BbicoKas
TOYHOCTb".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTeNsIX 1 aspornopTax SBMsSeTCA OTSIMYHON
BO3MOXHOCTbHIO BbIXxo4a B MUHTEPHET. HO MHOrMe aKcnepTbl CHUTALOT, YTO
obwenoctynHole Wi-Fi ceTn He saiBnsatoTcst 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepegasain cBoto nu4yHyto nHdopmaumo Yepes obwenoctynHole Wi-Fi ceTtw.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb NaposiM AOCTYyNa, JIOrMHbI U Kakmue-To HOMepa,;

2. Nicnonb3yn n 06HOBNAM aHTUBUPYCHbIE NporpamMMbl 1 BpaHamayep. Tem caMbiM Thbl
obe3onacuulb cebsi OT 3akayku BUpyca Ha TBOe YCTPOMWCTBO;

3. MNpwu ncnonb3oBanumn Wi-Fi oTkntoum pyHkumio "O6wmmn goctyn K doannam um
npuHTepam". [laHHaa pyHKUMS 3aKpbiTa Mo YMOMN4YaHU0, O4HAKO HEKOTOpPbIE
nosfib3oBaTeniv akTMBUPYIOT ee And ygobcTea ncnonb3oBaHnsa B paboTe nnm yyebe;



4. He ucnonb3yn nyénunynbin WI-FI ons nepegayun nu4YHbIX AaHHbIX, HanpuMmep ans
BbIX04a B coOUManbHbIe CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. cnonb3yn TonbKo 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B MmobunsHoM TenedoHe oTkmoun dpyHkumio "MogknioveHne k Wi-Fi
aBTomMaTtmyeckun". He gonyckam aBToMaTUYECKOro NOAKMKYEHNSA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouuvanbHble ceTn

CoumanbHble ceT akTUBHO BXOAST B HALLY XW3Hb, MHOIMMe ntoan paboTatoT 1 XnyT
TaMm NOCTOSAHHO, a B Facebook yxe 3apernctpmpoBaH Munnuapa Y4enoBek, 4YTo
ABMSETCA OQHOW CebMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenuv He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B coumaribHbIX CeTAX, MOXeT ObiTb
HangeHa 1 Ucrnonb3oBaHa KeM yrogHo, B TOM YnUce He 0bs3aTenbHO ¢ brnarnmu
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coOLMarnbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsaxX HE AOIMKHO ObITb CriyYarHbIX U
HEe3HaKoMbIX Ntoaen;

2. 3awumuian cBOK YacTHYH XnU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOErO POXAEHUS U APYIYIO JIMYHYIO MHpOPMaLNIO. 3rI0YMbILLIIEHHMUKMA MOTYT
MCNonb30BaTh AaXe UHPOPMaLUIO O TOM, Kak Tbl U TBOM poauUTENn NnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awmwian ceow penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Thl, YTOOLI Apyrne Nonb3oBaTenv BUAENN, YTO Thl 3arpyxaelwwb? [ogyman, npexae
4yeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nThb;

4. Ecnv Tbl roBOpULLb C JIOObMU, KOTOPbIX HE 3HaelLlb, HE NCMONb3yn CBOE pearibHOe
UMSI U OPYTYIO JIMYHYIO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTO y4ebbl 1 npoyee;

5. N3b6eran pa3smeleHusa goTtorpadcdui B UHTEpHETE, rae Thl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OonpeaernvTb TBOE MECTOMOMNOXEHNE;

6. Mpu perncTpaumm B coumanbHOM ceTn HeobXoANMMO NCMNONb30BaTh CINOXHbIE Napornu,
cocTosiLme 13 ByKB 1 LUdp 1 C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ins coumanbHOM CeTU, NOYTbl U APYrMX CauTOB HEOHXOAMMO NCNONb30BaTb pasHble
naponu. Torga ecnv Teb4a B3nomMatoT, TO 3fI0YMbILINIEHHMKM NOMAyYaT JOCTYN TOMbKO K
O[IHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHaKo CyLLEeCTBYIOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

aﬂeKTpOHHble OEHbINM NoOABUJITNCb COBCEM HEQABHO N MMEHHO U3-3a 3TONO BO MHOINX
rocygapcrtBax o CuxX nop He nponnmcaHo npo HUX B 3aKOHaxX.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX Y>Ke MPONUCcaHo B 3aKOHe, rae ux
pasgensioT Ha HECKOMNbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3Huua B TOM, 4YTO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTca NpoBoANTb onepauun 6e3



naeHTMdmrKaumm NnonbL3oBaTens, a B HEaHOHMMHbIX MAEHTUMKALKNA Nonb3oBaTenNs
aBnsaeTcsa obs3aTenbHoN.

Tarke cnegyeT pasnuyaTb 3NEKTPOHHbIE hraTHbIE AeHbIM (paBHbI FOCYAapCTBEHHbLIM
BarntoTam) 1 3NeKTPOHHbIe HednaTHbIe AeHbIM (HE paBHbI FOCY4AaPCTBEHHBIM
BantTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. MpumBsXM K cHETY MOBUITBbHBIN TenedoH. ATO camMbl ya0OHbI 1 BbICTPLIA CNocod
BOCCTaAHOBUTb JOCTYN K cyeTy. [NpuBA3aHHbIN TenedoH NOMOXeT, ecniv 3abyaellb CBOM
nfaTeXHbl Naposib UK 3angellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. icnonb3yn ogHopasoBsble naposniv. [Nocne nepexoga Ha yCUEHHYHO aBTOPU3aLUUIO
Tebe yxxe He ByaeT yrpoxaTb ONACHOCTb KpaXu UNu nepexsarta nnaTexHoro naposns;

3. Bbibepu cnoxHbin naposnb. [NpectynHukam 6ygeTt He NpoCTo yragaTh COXHbIN
naponb. HagexHble naponu - 3To Naposnu, KOTopble coaepxaTt He MeHee 8 3HaKOB U
BKOYaoT B cebs1 CTPOYHbIE N NPONUCHbIE BYKBbI, LMPbI N HECKOSTbKO CUMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbli 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLUb.
OneKTpoHHas noyTa

ONeKTPOHHAas noYTa - 3TO TEXHONOIMSA U NpeaocTaBnseMble et YyCryrn No Nepechbisike u
NOJSTYYEHMUIO 3MEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenenstoTcs B KOMMNbIOTEPHOM
ceTn. OBbI4HO SMNEKTPOHHbIV MOYTOBBIN AWK BbIrNAANT Crieayowmm obpa3om:
UMs_nonb3oBaTenda@ums_aomeHa. Takke KpoMe nepegaymn NpocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ SNEeKTPOHHOM MNOYTOMN:

1. Hapo BbIbpaTb NpaBuibHbIA MOYTOBLIN cepBuUC. B MHTEpHEeTe eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jydlle AOBEPSTb TEM, KOrO 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBay B NMMYHOM NoYTE NNYHYIO MHGopMaumo. Hanpumep, nyydwe BbibpaTtb
"My3blkanbHbIi_paHaT@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopM3aumio. 3To Koraa NOMMMO Napons Hy>KHO BBOAUTb
Kog, npucbinaemei no SMS;

4. Bbibepu crnoxHbin naposnb. [Ans kaxaoro No4YToBOro silmka AOMmMKeH ObiTb CBOW
HaZEXHbI, YCTOMYMBLIN K B3NTOMY Maporsib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb cCaMOMY CBOW JIMYHbIA BONPOC, UCMOSb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBKO MOYTOBbLIX ALWMKOB. NepBblt ANs1 YACTHOW NEPENUCKU C
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO SMIEKTPOHHbIN agpec He Hago
Ncnosib3oBaTh Mpu perucTpaunmn Ha popymax u camrax;

7. He oTKkpbiBan chansibl U gpyrune BroOXeHNA B NUCbMax, JaXKe eCrlv OHU NPULLu OT
TBOMX Apy3en. Jlydlie yTouHM Yy HUX, OTApaBnanu nn oun Tebe atn dpannso;



8. MNMocne okoH4YaHusA paboTbl HA NOYTOBOM CEPBUCE NepPes 3aKpbITUEM BKMAAKM C
canTom He 3abyab HaxaTtb Ha "Bbintn'".

KnbepbynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLleHnaMU, cogepalmmMmm ockoponeHuns,
arpeccuto, 3anyrmBaHue; XynmraHcTBo; counanbHoe 60MKOTMPOBAHME C NMOMOLLbHO
pa3nnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepOynIMHrom:

1. He 6pocarica B 6on. Jlyywinm cnocob: nocoBeToBaTbCs Kak cebsi BECTU N, eCNN HET
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavane ycnokonTtbcd. Ecnum Tbl HaYHeLWwb
oTBeYaTb OCKOPOIEHNAMM Ha OCKOPOBIEHNS, TO TOMbKO eLle Bornblue pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen knbeppenytayuen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByIOT CNocobbl BbISICHUTbL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BECTU XynuUraHckmi obpas BUpTyanbHOM XU3HU. IHTEpHET oMKCUpyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx dyaet kpanHe 3aTpyaHUTESbHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eamHn4yHbIn Heratne. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHUS
nyywe urHopuposatb. OBLIYHO arpeccus NpekpaLllaeTca Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHLIMU COOBLLIEHNAMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHNI C
onpenerieHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepobynnuHra. TBou 4eNCTBUS: BbICTYNUTb NPOTUB
npecnenoBaTens, NokasaTb €My, YTO ero 4eNCcTBUS OLEHNBAOTCS HEraTMBHO,
noaaepkatb XXepTBY, KOTOPOM HyXHa ncuxonormyeckasi moMoLLb, COOBLWNTL B3POCHbIM
0 hakTe arpeccuBHOro NOBEAEHUS B CETU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cMapTOHbI U NaHwWeTbl coaepkaT B cebe BNnosHe B3pOoChbii
byHKUMOHAT, 1 Tenepb OHN MOTYT KOHKYPMPOBaTb CO CTaLMOHapPHLIMU KOMMbIOTEPaMMU.
OpHako, CpeAcTB 3alUMTbl AN NOA0OHbLIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBIX MPUIOXEHWUNA.

CoBpeMeHHble MOBUIbHbIE Bpay3epbl y>ke NPaKTUYEeCKN JOrHanM HacTombHbIe
aHanoru, ogHako paclumpeHue yHKLMoHana sreveT 3a cobon 60mbLUy0 CROXHOCTb U
MEHbLLUYIO 3aLMLLEHHOCTb.

[laneko He Bce NPOU3BOAUTENN BbIMyCKaloT OGHOBINEHUS], 3aKpbiBalOLWME KPUTUYECKNE
ySI3BUMOCTU A1S1 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHocTn MObunbHOro TenedoHa:



Huuero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHbiM. Byab ocTopoxeH, BeAb korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKMe-TO NNaTHble
ycnyru;

Ayman, npexae 4em oTnpasutb SMS, ¢ooTo nnun Bnaeo. Thl TOYHO 3HaeLUb, IAe OHU
OyayT B KOHEYHOM mUTore?

Heobxoanmo oBHOBMATL OnepaLmoHHY CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 4511 MOBUIbHBIX TENE(OHOB;

He 3arpyxait npunoxxeHus oT HEM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT COAepXKaTb
BPEAOHOCHOE NporpammHoe obecneyveHue;

[Mocne Toro Kak Tbl BbINAELWb C CanTa, rae BBOAWUST NYHYIO MHGOpMaLMIo, 3anau B
HacTponkn bpaysepa n yganu cookies;

Mepvoamnyeckn NpoBepsin, Kakmue NnaTHble YCryrn akTMBMPOBaHbl Ha TBOEM HOMEPE;

[aBan cBor Homep MOBUIbHOro TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLb N KOMY
AoBepseLlb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOrga Thl UM He Nonb3yelwbes. He 3abbiBan nHorga
NpoBEPATb 3TO.

Online wvrpbl

CoBpeMEeHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLME Pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCSY YenoBEK Mo BCeMY MUpY. Mrpokn nccnenytot 4aHHbIA UM
MUp, O6LLaTCS APYr C APYFOM, BbINOSHAOT 3a4aHuUs], CPaXatoTCsl C MOHCTpaMu u
nony4atoT onbIT. 3a y4OBOMbCTBME OHW MAATAT: NOKYNalT AMCK, OnfaynBaroT
aboHeMeHT unu npuobpeTatoT Kakmne-To onumn.

Bce aTv cpeacTtBa nayT Ha nogaepkaHue U pasBuTHe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLUEHCTBYHOTCSH CUCTEMbI aBTOPU3aLIMK, BbIMYyCKaOTCS HOBbIE NaTym
(umdbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBaOTCS YSA3BUMOCTY CEPBEPOB.

B nogo6HbIX Mrpax cTouMT onacaTbCsi He CTONbKO CBOMX COMEPHUKOB, CKOMBbKO KPaXu
TBOEro Maporisi, Ha KOTOPOM OCHOBaHa cMcTema aBTopu3aummn 60MbLLUNMHCTBA Urp.

OcHOBHble coBeTbl MO 6€30NacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cos3gaet tebe HenpuATHOCTK, 3abnoknpyn
€ro B CN1cKke UrpoKos;

2. I'Iomanyﬁcs‘-l aaMUHUCTPAaTOopPaM Urpbl Ha rnjioxoe noBegeHme 3Toro Nrpoka,
XenaTtesyibHO NPUnoXnTb Kakne-T1o JoKa3aTeribCTBa B BUAe CKPUHOB;

3. He ykasbiBaun nn4Hyt0 MHGoOpMauuio B npodpanne urpsbl;
4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBam HeoumumnarnbHble naTtin n Moapl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKIOYaTb aHTUBMUPYC. [1oka Thl Urpaellb, TBOU
KOMNbIOTEP MOTYT 3apasuThb.



dUwnHr nunn KpaXa JNMM4HbIX OaHHbIX

OOGbI4YHOM Kpaxken AeHer U JOKYMEHTOB CErOAHS Y)Ke HUKOro He YAMBULb, HO C
pa3BUTUEM NUHTEPHET-TEXHOSOMMI 3MI0YMbILLUSNIEHHUKN NEPEMECTUIINCE B UHTEPHET, U
npoaosmKarT 3aHMMaTbes "nobumsiM" genowm.

Tak nosiBuNnacb HoBas yrposa: UHTEPHET-MOLLUEHHNYECTBa Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMUT B NMOslydeHun KoHuaeHUnanbHbIX AaHHbIX Nons3oBarernen -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKkeTa Obina
B3rloOMaHa, To Heobxoanumo 3abnokmMpoBaTh ee U coobLMTb agMUHUCTpaTopamM pecypca
00 3TOM Kak MOXHO CKOpEE;

2. Ncnonb3yn 6e3onacHble Be6-caliTbl, B TOM YUCIE, UHTEPHET-Mara3nHoB U
NMOUCKOBbIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3nomatoT, TO
3M10YMBbILLMEHHMKN NOofyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NMPOMUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To Heo6xoaMmMo nNpeaynpennTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebst B Apy3bsx, O TOM, YTO TebSA B3noManu u, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbiniaTbCsa Cnam M CCbIfIKM Ha ULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napons B bpaysepe;

7. He oTKkpbiBan chansibl 1 gpyrue BrOXKEHNA B MUCbMax, AaXe eCrlv OHU MPULLIn OT
TBOUX Apy3en. Jlydlle yTOYHWN Y HUX, OTNPaBnany N oHn Tebe atn dannsl.

Lindposas penyTtaums

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMauns B ceTu o Tebe.
KomMmnpomeTupytowaa nHdpopmauus, pasMmeLlleHHaa B UHTEPHETE, MOXET Cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOW Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMULX, KOTOPbIA hopMmupyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTeNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHNE, OCOBEHHOCTM
XapakTtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKannBaeTCsi B CETU.

MHorne NoApOCTKN NErKOMbICITIEHHO OTHOCATCSA K Ny6nukaumMm nuyHon nHpopmMaumm B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUiA. Thbl Jaxe He CMOXeLlUb AoragaTbCs
0 TOM, YTO hoTorpadus, pasmelleHHas 5 neT Hasaf, ctana NPUYMHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KommeHTapuu, pasmelleHne TBoux poTorpadun n gpyrme 4encTtemus MoryT He
NCYE3HYTb Aaxke nocrne Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLLUb, KTO COXpaHun aTy
MHOpMaUUIo, nonana nm oHa B NOUCKOBLIE CUCTEMbI U COXPaHUIAcb N OHa, a
rmaBHoOE: YTO nogymatoT 0 Tebe okpyxatolme nan, KoTopble HanayT U YBUAAT 3TO.
HanTtn nHdopmaL Mo MHOro et CnycTs CMOXeT Ntobon - kak n3 obpbix NO6YyXaAeHUI,
TaK 1 C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YroAaHO.



OcHOBHbIe COBETbI NO 3aLmTe LMPOBON penyTaunn:

1. MNogyman, npexage 4em 4to-To NybnukoBaTtb U Nnepenasath y cebsa B 6rore nnm B
coumanbHON CeTu;

2. B HacTporkax npouns ycTaHOBU OrpaHMUYeHns Ha NPOCMOTP TBOEro Nnpodounsa u ero
CoAepXXMMoro, caernam ero Tofnbko "ansa apysen”;

3. He pa3meLuan n He ykasbiBa MHGPOpPMaLmIo, KOTopas MOXET KOro-nmbo ockopbnatb
UM oobmxaTb.

ABTOpCKOE npaBo

CoBpeMEeHHbIe LLKOMNBHUKM - aKTUBHbIE NOMb30BaTENN LMEMPOBOro NPOCTPaHCTBA.
OpHako faneko He Bce 3HatoT, YTO NOSIb30BaHNE MHOTMMU BO3MOXHOCTSIMU LiMCppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTYyanbHy COBCTBEHHOCTD.

TepMuH "nHTENNekTyanbHaa COBCTBEHHOCTL" OTHOCUTCSA K pasfinyHbIM TBOPEHUSIM
YerioBeYeCKOro yma, HaymHasi C HoBbIX M300peTeHnn n 3HakoB, 0603HaYarLLNX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIyry, U 3aKkaH4MBas KHUramm, potorpadpmnsamu,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKMe npaBa - 9TO fnpaBa Ha MHTENNEKTyanbHyt COBCTBEHHOCTb Ha Npou3BeneHUs
HayKn, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbIA/TBOPYECKU TPy aBTopa He ByaeT HanpacHbIM, JacT eMy
crnpaBefsiMBble BO3MOXHOCTM 3apaboTaTth Ha pe3ynbTaTtax CBOero Tpyaa, nonyyntb
N3BECTHOCTb U Npu3HaHne. H1KTo 6e3 paspelleHns aBTopa He MOXEeT BOCNPON3BOAUTL
ero npounsseaeHne, pacnpoCcTpaHsTb, Ny6NMYHO AeMOHCTpMpOBaTh, NPoLaBaTh,
MMMOPTMPOBATh, NycKaTb B MPOKaT, NyBSIMYHO MCNOMHATL, NOKa3bIBaTbL/UCMONHATL B
adupe unu pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHOro obecneyeHmst MoXXeT NPUBECTU K MHOTUM
puUckam: oT NoTepu AaHHbIX K TBOMM akkayHTam 40 6NnoKMpOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMEeHa HeneranbHasa nporpamMmma. He ctont Takke 3abbiBaTh, YTO CyLLECTBYIOT
nerasnbHble K BecnnaTHbIe NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTU B CETU.

O noprane

CeTeBUYOK.pch - TBOM rMaBHbIA COBETYMK B CETU. 34E€Ch Thbl MOXELLb y3HATb O

6e30MacHOCTM B CETU NOHATHBIM U AOCTYMHbBIM S3bIKOM, @ NP BO3HUKHOBEHUM
KPUTUYECKON CUTyaLmm obpaTuUTbCa 3a COBETOM. A TakKe NPUHATb y4yacTue B

KOHKypCax 1 ctaTtb caMbiM LUAPOBLIM rpaxkgaHMHOM!

Mpunoxexne N 3

IMAMSITKA JJIS1 POJUTEJIEH Ob MHOOPMAIIMOHHOM BE3OIMACHOCTH
JNETEN

AL

OnpegeneHne TepmrHa "nHopmaumoHHasa 6e3onacHOCTb AeTen" COaepPXNTCS B
®epepansHom 3akoHe N 436-93 "O 3awmTe geten ot nHpopmMaumm, NPUUNHSIIOLLEN
Bpe VX 300POBbI0 U Pa3BUTUID", perynupyowmnmM OTHOLLEHNS, CBA3aHHbIE C 3aLLMUTOMN
AeTen ot nHdopmaumm, NPUYMHSAIOLWLEN Bpea UX 340P0BbI0 U (MNK) pa3BUTULo.
CornacHo gaHHOMy 3aKOHY "MHOopMaLmMOoHHasa 6e3onacHoOCTb AeTen" - 3TO COCTOSAHUE
3aLMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM
MHopMauuen Bpeaa Nx 30OPOBbI0 U (UNnN) PU3UYECKOMY, MCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.



B cuny ®epepansHoro 3akoHa N 436-93 nHpopmaumen, NpudnHALLEN Bpes,
3[0pPOBbIO U (MNN) Pa3BUTUIO OETEN, ABMSETCA:

1. HOpMaLums, 3anpeLLeHHas onsa pacnpocTpaHeHna cpeamn aeTen;

2. NHopMaLnA, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen onpeneneHHbIX
BO3paCTHbIX KaTeropun.

3. K nHpopmaumn, 3anpeLleHHOn Onga pacnpocTpaHeHns cpeaun aeten, OTHOCUTCSA:

4. udopmaums, nobyxaatoLlast AeTen K COBEPLUEHUIO AENCTBUNA, NPEACTaBASAOLLMX
Yrpo3y UX XU3HU 1 (UNnN) 340POBbIO, B T.4. NPUYNHEHUIO Bpeaa CBOEMY 340POBbLIO,
caMoybuncTBy;

5. cnocoBHOCTbL BbI3BaTb Yy AeTeN KenaHme ynotpebuTb HapkoTU4eckne cpeacTsa,
NMCUXOTPOMNHbIE N (MNK) oQypMaHMBalOLLME BeLLEeCTBa, TabayHble n3genus,
anKorosibHyt0 1 CNUpTOCOoAEp KaLLyto NPOAYKLMIO, MMBO U HAaNUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; NPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYLINER,
OpoAsAKHNYECTBOM UK NONPOLLIANHNYECTBOM;

6. o6ocHOBbIBatOLLAA UK onpaeabiBatoLwasi 4ONYCTUMOCTb HAacUnust u (Unu)
XXECTOKOCTU Nnb0 nobyxaatoLlas ocyLeCcTBNSATb HACUIbCTBEHHbIE AEWCTBUSA MO
OTHOLLEHMIO K JTOASM U KUBOTHbIM;

7. oTpuuatoLLas ceMenHble LEHHOCTN U hopMmUpyoLLas HeyBaXKeHNe K pOAUTENSIM U
(vnn) gpyrum YneHam cembi;

8. onpaBabiBaoLLas NPOTUBONPABHOE NOBEAEHWE;
9. coagepkallas HeLueH3ypHYH OpaHb;
10. cogepxawas MHpopmaumo NopHorpadmM4ecKoro xapakrepa.

K MHdopMauumm, pacnpocTpaHeHne KOTOpoi orpaHMYeHo cpeau AeTel onpeaerneHHoro
BO3pacTa, OTHOCUTCS:

1. HpopMaLms, NpeacTaBnseMasi B Buae M3obpaxxeHns Unm onmcaHust X)XeCToKOCTH,
dr3nyeckoro u (UNn) NCUXMYECKOro HaCUNUS, NPECTYNNEHMS UM UHOTO
aHTMOOLLLEeCTBEHHOIO AENCTBUS;

2. BbI3blBaOLLAs y AeTen cTpax, yac Unm naHuky, B T.4. npeacTaBnsemMas B Buae
N3006paxkeHnsa M ONMCaHus B yHUXatoLLen YenoBeyeckoe 4OCTOMHCTBO hopme
HEeHacunbCTBEHHOW CMepTH, 3aboneBaHnsi, CamoyobuincTBa, HECHaACTHOrO Criyyas,
aBapuu nnu katactpodbl 1 (UKN) UX NOCAEACTBUN;

3. npeacTasnseMas B BUAE U300paXkeHUsa UM onmcaHus NomoBbIX OTHOLLEHUA MexXay
MY>KYMHOW U XKEHLLMHOWN;

4. cogepxawasn 6paHHbIE CNOBa U BbIPaXXeHUS!, HE OTHOCSALLMECS K HELIEH3YPHOM
OpaHu.

C yyeTtom atoro Bam npegnaratotca npasuna padoTtbl B ceTn IHTepHeT ons
pasriMyHbIX BO3PAaCTHbIX KaTeropum, cobnogeHne KoTopbix NO3BONUT obecnevntb
NHOPMaLMNOHHYO 6e30NacHOCTb BalLUMX OETEN.

O6wwue npaBuna onsa poantenen



1. HesaBucumo ot Bo3pacTta pebeHka ncnonb3ynte nporpammHoe obecneveHue,
nomMoratoLliee QunbTpPoBaTb U KOHTPONMPOBaTbL MHPOPMaLMIO, HO He NoslaranTech
MOMHOCTbIO Ha Hero. Bale BHMMaHMe K pebeHKy - rmaBHbIN METOA 3aLunThI.

2. Ecnu Baw pebeHok uMeeT akkayHT Ha OAHOM U3 CoLManbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMaATENbLHO U3y4nTE, KaKYHO
NMHopMaLNIO NOMELLLAT ero y4acTHMKM B CBOMX Npodhmnax n 6rorax, BKnovas
doTorpacun n BUAEO.

3. [MpoBepbTe, C KaKMMU OPYrMMn canTamMm CBA3aH coumarbHbI cepBuc Baluero
pebeHka. CTpaHuykn Bawero pebeHka moryT 6biTb 6€30MacHbIMKU, HO MOTYT U
cofiepXXaTb CCbIfIKM Ha HexenaTterbHble W onacHble canTbl (Hanpumep, MOPHOCANT, U
CaunT, Ha KOTOPOM ApYyr yNnoMnHaeT HOMep coToBoro TenedoHa Bawero pebeHka unu
Baw gomawHmnin agpec)

4. Moowpsnte Bawmnx geten coobiatbe 060 BCEM CTPAaHHOM UK OTTaNKMBatoLEM U HE
CNULLKOM OCTPO pearupymTe, Korga oHu 310 genaroT (M3-3a onaceHust NoTepsiTb JOCTYN
K IHTEpHEeTY 4eTn He roBOPAT poaMTensam o npobnemax, a Takke MoryT HayaTb
ncnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOMbI).

5. bygbTe B Kypce ceTeBoW Xxn3Hun Bawwero pebeHka. HTepecynTech, KTO X APpY3bs B
NHTepHeT Tak Xe, kKak MHTepecyeTecb peasibHbIMU APY3bsMU.

BospacTt o1 7 o 8 net

B NHTepHeTe pebeHOK cTapaeTcsa NoCeTUTb T€ UMK UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspeLleHne Ha NoceLLeHne KOTopbIX OH He nony4yun 6el oT pogutenen. Noatomy
poauTenam ocobeHHOo nonesHbl byayT Te OTYEThI, KOTOPbIE NPEaOCTaBNATCS
nporpaMmmamMm no orpaHnYeHnto ncnonb3osaHnsa IHTepHeTa, T.e. Pogutenbckui
KOHTPOJIb UIK TO, YTO Bbl CMOXETE YBUOETb BO BPEMEHHLIX (bannax. B peasynbTtare, y
pebeHka He BygeT OLWyLLEHNS, YTO 3a HUM BeAEeTCS NOCTOSAHHbIA KOHTPOSb, OAHaKO,
poaouTenu ByayT no-npexHemy 3HaTb, KakmMe canTbl NnocewaeT ux pebeHok. [letn B
AAaHHOM Bo3pacTe obnagatoT CUIbHbIM YYBCTBOM CEMbW, OHU AOBEPYMBLI U HE
COMHeBatoTcA B aBTopuTeTax. OHn nNobsaT nrpatb B CETEBbLIE UMPbI U NyTELWECTBOBATb
no VIHTEepHeTY, UCNOMb3ys ANEKTPOHHYIO MOYTY, 3aX04UTb Ha CanThbl U YaTbl, HE
pEeKOMEHAOBAHHbIE POAUTENSMMN.

CoBeTbl No 6e3onacHocTn B ceTn MIHTepHeT ans geten 7 - 8 net

1. Co3ganTe CnMCoK 4OMAaLLHUX NpaBun nocelleHns MHTepHeTa npu yyactum geten u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss BpeMeHHbIX HOPM HaxoXaeHuns 3a
komnbtoTepoM. [Nokaxnte pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOToMy 4To Bam
9TO Xo4eTcs, a NoToMy 4To Bbl BecnokonTech 0 ero 6e3onacHoCcTn 1 Bcerga rotosbl
€My NMomMoub.

3. KomnbtoTep ¢ noakntodeHnem Kk MHTepHeTy JOMKEeH HaxoanTbCs B 06Len KoMHaTe
nog NPUCMOTPOM pPoauUTESEN.

4. Vicnonb3ynTe cneumarnbHble AeTCKUe NOUCKOBbIE MALUWHbI.

5. Ncnonb3yiiTe cpeacTea 6r1okMpoBaHUs HexxenaTenbHOro KOHTEHTa Kak 4OMOfHEHWE
K cTaHOapTHOMY PoanTenbckoMy KOHTPOIHO.



6. Co3pante ceMenHbIN SNEKTPOHHbIN ALWMK, YTOObI HE NO3BONUTL AETAM UMETb
cobCTBEHHbIE agpeca.

7. BnoknpynTe 4ocTyn K cantam ¢ 6ecnniaTtHbIMU NOYTOBLIMU ALLMKAMM C NOMOLLbHO
COOTBETCTBYIOLLErO NPOrpaMmMHoOro obecneveHus.

8. MpuyunTe peten cosetoBaTbes ¢ Bamu nepeq onybnvkoBaHnem kakom-nmbo
NHJ OpPMaLUKM CpeacTBaMUM IMEKTPOHHOM NOYTbI, YaTOB, PErncTpaLmMOHHbIX (POpPM n
npodunen.

9. Hayunte geten He 3arpyxatb hannbl, NporpaMmbl UnNn My3biky 6e3 Baluero
cornacus.

10. He paspelante getam ncnonb3oBaTb Cry>KObl MTHOBEHHOIO 06MeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnucok canTtos, paspeLleHHbIX AN NoceweHns, BHOCUTE TONbKO CanTbl
C XOpoLUen penyTaumnen.

12. He 3abbiBante 6ecegoBaTtb ¢ 4eTbMu 06 UX apy3bsx B IHTepHeTe, Kak ecrnin bbl
peuyb LWa 0 ApY3bsiX B peanbHON XU3HWN.

13. He genante "taby" n3 BonpocoB NoOfoBOW XU3HWU, Tak Kak B VIHTepHeTe geTn MoryT
Nerko HaTKHYTbCA Ha NOpHorpaduio Unn canTsl "ansa B3pocnbIx".

14. Mpuyunte Bawero pebeHka coobuatb Bam O NOObLIX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTeCb CMOKOMHbIMU U HANOMHUTE AETAM, YTO OHUM B
Ge3onacHOCTK, ecrniv camm pacckasanv Bam O CBOMX TpeBorax. [loxsanure ux u
NOCOBETYNTE NOLOWTU eLle pa3 B NOAOBHbLIX CriyyYasix.

Bospact geten ot 9 go 12 net

B naHHOM Bo3pacTe AeTu, Kak NpaBuno, yXKe HachbllaHbl O TOM, kakasi Hdopmauus
cywiecteyeT B MIHTepHeTe. COBEpPLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBUAETD,
NPOYeECTb, YcrbilwaTh. MNPy 3TOM HY>KHO NMOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
mMaTepuanamMm MOXHO Ierko 3abnokMpoBaTth Npu NomoLum cpeacts Poautensckoro
KOHTpONS.

CoBeTbl No 6e3onacHocTn ansa geten ot 9 oo 12 net

1. Co3ganTe CnMCOK JOMAaLLHUX NpaBun noceweHns MHTepHeT npu yyactum aeten u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi HOpM HaxoXA4eHUS 32 KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkoM npu paboTe 3a KOMMbLIOTEPOM, NOKaXUTE eMy, YTO Bbl
BGecnokontecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NMOMOLLb.

4. KomnbloTep ¢ noakntoydeHnem B IHTEpHET JOMmKeH HaxoanTbecs B o6LLen KomHaTte
nog NPMCMOTPOM poauUTENEN.

5. cnonb3ynTe cpeactea 6NoknpoBaHUs HexxenaTeslbHOro KOHTEHTa Kak JONOSTHEHNE
K cTaHOapTHOMY PoauTensCckoMy KOHTPOITHO.

6. He 3abbiBanTe npuHMMaTb HEMNOCPEACTBEHHOE Y4acTMeE B XM3HU pebeHka,
B6ecenoBaTb C AeTbMU 00 X apy3bsx B HTepHeTe.



7. HactauBanTte, 4To6bl AETU HUKOTA4a HE Cornallannchb Ha fNNYHbIE BCTPEYM C
apy3bsimu no VIHTepHeTy.

8. NosBonanTe AeTaM 3axXxoauTb TOSbLKO Ha canTbl 13 "6enoro" cnmcka, KoTopbii
co3ganTe BMECTe C HUMM.

9. MNpuyynTte geTen HUKOrga He BblAaBaTb JIMYHYO MHAOPMAaUUIO cpeacTBamu
SNEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOro obMeHa coobLeHnamu,
perncTpaunoHHbIX OPM, JIMYHLIX NPOdOUNEN U NpU perucTpaumm Ha KOHKYpPChbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxatb nNporpammbl 6e3 Bawero paspelwleHns. O6bscHuTe
MM, YTO OHM MOTYT CIy4arHO 3arpy3nTb BUPYCbl UK OPYroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

11. Co3gante Bawemy pebeHKy orpaHMYEHHY0 Y4ETHYHO 3anucb Ans paboTbl Ha
KOMMblOTEpE.

12. Mpuy4unte Bawero pebeHka coobuaTb Bam 0 MobbIX yrpo3ax unmn Tpesorax,
CBSA3aHHbIX C VIHTepHeTOM. HanomHuTe aeTam, 4To OHM B 6€30MacHOCTU, eCriv camu
pacckasanu Bam O CBOMX TpeBOrax u onaceHusix.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTe.

14. HactanBanTe Ha ToM, 4YTObbI AeTU NpeaoCTaBAanyM BaM LOCTYN K CBOEN
3NEKTPOHHOM NoYTe, YTOOLI Bbl YOEAUnMCh, YTO OHM He 0BLaTCa C HE3HaKoMLUaMu.

15. O6BbACHUTE OETAM, YTO HENb3sA UCMONb30BaTh CeTb ANA XyNIUraHCTBa,
pacnpoCcTpaHeHUs1 CNNeTeH UMK yrpoas.

Bospact geten ot 13 go 17 net

B aTOM BO3pacTe NogpOCTKM aKTUBHO UCMOMb3YHT NOUCKOBbBIE MALUWHbI, MOMb3YTCH
3NEeKTPOHHOM NoYTON, cnyx6amm MrHoBeHHOro obmeHa coobLeHNsIMN, CKaunBaroT
My3bIKy U punbmbl. Manbynkam B 3ToM Bo3pacTe 6orbLue Mo HpaBy cMeTaTh BCE
OrpaHnyeHunsi, OHN XaxayT rpyboro toMopa, asapTHbIX Urp, KAPTUHOK "ansa B3pochbIx".
[eBoykn NpeanoynTaoT obLiaTbCcs B Yatax, Npu 3TOM OHK ropasao bonee
YyBCTBUTESbHbI K CEKCYyarnbHbIM JOMOraTernibcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTeNsaM yXKe BeCbMa CrOXHO KOHTPOSNIMPOBaTb CBOUX
aeTen, Tak kak 06 VIHTepHeTe OHM yXKe 3HaKT 3HAaYMTENbHO BOorbLIE CBOMX pOoaUTENEN.
Tem He MeHee, He oTnyckanTe aeTen B "cBoOOAHOE NnaBaHue" no MHTepHeTy.
Crapavtecb akTUBHO y4yacTBOBaTb B 06LeHnn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobnogaTts npasuna MHTepHeT-6e30nacHoCTY -
cornawleHne mexay pogutensmun n geteMu. Kpome Toro, He06Xo4MMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETLI O AeATeNbHOCTM aeTen B VIHTepHeTe. CneayeT obpatntb
BHUMaHWe Ha HEOBXOANMOCTb COAEPKAHUS POAUTENBCKUX Naponen (naponen
aAMWHNCTPATOPOB) B CTPOrOM cekpeTe 1 obpaTtnTb BHUMaHUE Ha CTPOroCTb 3TUX
naposnemn.

CoBeTbl N0 6Ge3onacHocTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3pganiTe CNMCOK AOMAaLUHMX NpaBui noceleHns VIHTepHeTa npu y4actum
NnoapOCTKOB M TpebyrTe 6e3ycrnoBHOro ero BbinonHeHnsa. Obrosopute ¢ pebeHkoM



CMUCOK 3anpeLLeHHbIX canToB ("4epHbI cnncok"), Yackl paboTtbl B IHTEpHETE,
PYKOBOZCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTax).

2. KomnbloTep € NOAKIYEHNEM K ceTu MIHTEepHET A0IMKEH HaxoanTbCs B obLLen
KOMHaTe.

3. He 3abbiBante 6ecenoBaTb ¢ AeTbMK 06 nx Apy3bsax B IHTEpHETE, O TOM, YEM OHM
3aHATblI TakuM obpasom, ByaTo peyb MaeT o ApYy3bsiX B pearnbHON xun3Hn. CnpalumsanTte
0 NOAsX, C KOTOpbIMK AeTn 0bLLaTCa NOCPeACTBOM CryX6 MIHOBEHHOro obmeHa
coobLeHnamMu, 4tobbl yoeamTbes, YTO 3TU N0AN UM 3HAKOMBbI.

4. VicnonbaynTte cpeacTtea 6r1OKMPOBaHUS HEXeNnaTenbHOro KOHTEHTa Kak AOMNONIHEHME
K cTaHOapTHOMY PoauTensckoMy KOHTPOJTH.

5. Heobxogmmo 3HaTb, Kakumun YaTamu nonb3ytoTes Bawwn getun. MNoowpsnTte
NCnonb30BaHME MOAEPUPYEMBIX YaTOB N HacTamBanTe, YToObl AeTn He obLannce B
NPUBaATHOM pPEXUME.

6. HactanBanTe Ha ToOM, YTOObI AE€TU HUKOrA4a He BCTpeYanuch NMYHO C APY3bsSMU U3
ceTn NHTepHeT.

7. MNMpnyyunte geten He BbldaBaTb CBOK JIMYHYKO MHAOPMALINIO CpeacTBaMu
3NEeKTPOHHOM MOYThLI, YaTOB, CUCTEM MIHOBEHHOIO 06MeHa coobLLeHnsMH,
perncTpaunoHHbIX PopM, NNYHBIX NPOdUIIEN 1 NPU perncTpauumn Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyunTte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHms. Ob6bscHUTe
UM, YTO OHM MOTYT CIy4anHO 3arpy3uTb BUPYCbIl NN OPYroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyumnTe Bawero pebeHka coobLiaTb Bam 0 MobbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTaMm, 4To OHM B 6e30nacHOCTU, ecnmn camu
pacckasanu Bam, O CBOUX yrpo3ax unu tpesorax. [oxsanure nx n nocoBeTymTe
noaonTn eLle pa3 B NogobHbIX criyvasx.

10. PacckaxuTte getsim o nopHorpacdumn B MIHTepHeTe. [Tomornte um 3awmtnTbCs oT
cnama. HayunTte nogpocTKoB He BblaaBaTb B IHTEpHETE CBOEro pearnbHOro
3MIEKTPOHHOrO agpeca, He oTBeYaTb Ha HexenaTerbHble NUCbMa 1 NCMONb30BaTb
cneumanbHble NoYTOoBbIE PUNBTPbI.

11. MNpuyunte cebs 3HAKOMUTLCS C CanTamun, KOTOpble NoceLlaoT NOAPOCTKN.

12. Hayunte geten yBaxaTb APYrnX B UHTEpPHETE. YOeauTech, YTO OHM 3HAKT O TOM,
4YTO NpaBuIia XOpoLLUEro NoBeaeHUs AENCTBYIOT Be3ae - JaXe B BUPTyarlbHOM MUpe.

13. OB6bACHUTE OETAM, YTO HM B KOEM Crlydae Henb3sa ucrnonb3oBatb CeTb AN
XYNUraHCcTBa, pacnpoCTpaHeHus CNreTeH Unun yrpos Apyrum niogam.

14. O6cyanTte ¢ nogpocTkammu NpobnemMbl ceTeBbIX a3apTHBIX UIP U X BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COrMacHO 3aKoHY.

[MOCTOSIHHO KOHTPONMPYNTE UCNoSib3oBaHue MHTepHeTa Bawwmm pebeHkom! 310 He
HapyLleHne ero fIMYHOro NPoCTpPaHCTBa, a Mepa NPeaoCTOPOXHOCTU U NPOSABIEHNE
Bawen poantenbCckon oTBETCTBEHHOCTM 1 3a00ThlI.



